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A lot of fraud is opportunist and relatively easy to 
minimise by enforcing authority limits, holding regular 
audits and creating a corporate culture in which fraud 
will not be tolerated

 Ȗ Prevention is better than cure 
and that is certainly the case with 
fraud, which costs the UK an esti-
mated £85 billion a year.

“Putting in place pre-emptive 
measures could make very signifi-
cant improvements to the financial 
health and stability of UK plc,” says 
Jim Gee, director of counter fraud 
services at BDO International, the 
accountancy firm. 

UK businesses have finally woken 
up to the huge financial cost of fraud 
and the importance of prevention. 

“There has been a big change in the 
past few years,” he says.

Before, fraud was viewed almost 
as an act of God. Businesses 
hoped it wouldn’t happen to 
them and, if it did, they would 
worry about it then. Now, fraud 
is viewed as a business cost that 
needs to be measured and man-
aged to drive improvements to 
the bottom line.

That change of attitude has led to 
a much more proactive approach 
to preventing corporate fraud, says 
Mr Gee, who was recently sent 
to Zambia to look for fraud in a  
mining company. 

The firm had no concrete evi-

dence that fraud was occurring. 
Rather, it suffered from rising costs 
and wanted to see if fraud could 
be responsible for its shrinking 
bottom line. 

Irrespective of the sector in 
which it operates, there are certain 
types of fraud that affect almost 
any business as they exploit weak-
nesses in the two “Ps”, procure-
ment and people.

There is a wide variety of pro-
curement frauds. For example, dis-
honest suppliers may try to claim 

payment for goods or services that 
have not been delivered, or they 
may deliver goods that have not 
been ordered – office supplies are 
a favourite – and then invoice the 
company for the unwanted and 
overpriced goods. 

New technology makes new 
types of fraud possible. Payment 
redirection fraud has become 
quite a problem with the growth 
of electronic payment methods. 
With this scam, a fraudster e-mails 
or phones the accounts payable 
department of a business passing 
themselves off as a legitimate sup-
plier and requesting that payments 
be sent to a different bank account 

– that of the fraudster. 
But how does the fraudster get 

the details of a legitimate supplier?
“The amount of information that 

is in the public domain is remark-
able,” says Howard Cooper, associ-
ate managing director of investiga-
tions at Kroll, a specialist in risk 
consultancy. Suppliers often list 
their customers on websites and 
in the building sector, where this 
scam is particularly prevalent, the 
names of sub-contractors are often 
displayed at building sites. 

Many procurement-related 
frauds can be foiled through 
stricter policies and procedures.

“The people who approve 
invoices don’t spend as much time 
as they should on the task,” says 
John Smart, head of fraud investi-
gation at EY, the accountancy firm.

While it is relatively simple to 
train staff to check all invoices and 
goods delivered rigorously, it is 
more difficult to spot frauds that 
involve a dishonest employee, so-
called insider fraud. 

Mr Smart gives the example of a 
UK transport business, whose IT 
manager set up various fictitious 
suppliers to invoice the business 
for non-existent IT products 
and services. 

The IT manager was able to get 
away with the fraud for a consider-
able time because the fake invoices 

FAKING IT ONLINE 
CUTS BOTH WAYS 
Cyberfraudsters are cashing in on the boom in 
online shopping, as Dan Matthews discovers

	TRAINING	
Train employees to spot “red 
flags” that betray common 
types of fraud. Ensure they 
understand the consequences 
fraud can have on the business.

			POLICIES	AND	PROCEDURES	
Put in place clear policies and 
procedures dealing with fraud, 
bribery and whistleblowing, 
with examples of behaviour that 
is and is not permitted. 

	 INCENTIVES	
Be careful designing incentive 
schemes based on achieving 
targets as they can encourage 
employees to “bend the rules” to 
meet monthly sales targets and 
receive a bonus, for example.

	PRE-EMPLOYMENT	CHECKS	
Always confirm a new recruit’s 
employment history, education 
and referees. Don’t forget to 
also carry out checks on tempo-
rary staff and consultants.

	AUTHORITY	LIMITS	
Set thresholds for obtaining 
approval for expenditure, limits 
on gifts and expenses claims, 
and restrictions on employees’ 
access to IT systems.

	EMPLOYEE	PERFORMANCE	
If employees feel their accom-
plishments are not adequately 
recognised, they are more likely 
to turn a blind eye to a fraud – or 
commit one themselves. 

TOP TIPS TO COUNTER STAFF FRAUD
CHECKLIST

 FRAUD PREVENTION 

 E-COMMERCE 
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 Ȗ When it comes to fraud in e-com-
merce, there are victims on both 
sides of the fence. Shady shops and 
crooked consumers are both culpa-
ble in an almighty criminal economy 
that costs the UK billions of pounds 
each year.

Fraud takes many shapes online 
and the largely unregulated nature 
of the internet means more and 
more criminals are taking the 
opportunity to move their crooked 
business on to the web. 

Public confidence in online pur-
chases is at an all-time high and 
growth in internet-based sales has 
outstripped the high street for many 
years. Yet the web’s popularity is cre-
ating fertile ground for criminals and 
retail fraud online leapt 23 per cent 
in the UK last year alone, according 
to the National Fraud Authority.

About £1.3 billion-worth of counter-
feit goods will be traded in the UK dur-
ing 2013, much of it online, and items 
for sale range from film and music 
downloads to fake brands of clothes, 
booze, cigarettes, even medicine. 

Consumers are often innocent. A 
recent study by MarkMonitor shows 
that for every knowing purchase of 
fake goods, 20 purchases are made 
by bargain hunters.

Tell-tale signs of cybercriminal 
activity are observable in forums and 
comment pages across the internet, 
with posts promoting illicit trade 
either directly in sales-type messages 
or through rogue links accompanying 
unrelated comments. 

“Not only are these cybercrime 
traders sophisticated business own-
ers in their own right, many are 
exploiting the vulnerabilities of 
legitimate small businesses to pro-
mote their illegal services,” says Raj 
Samani, chief technology officer at 
McAfee EMEA [Europe, the Middle 
East and Africa].

For the millions of owners of 
legitimate e-commerce businesses, 
the ramifications of fraud can be 
profound. Research by Chase Pay-
mentech Europe shows that every 
£100-worth of fraudulent purchases 
costs honest retailers £270 in 
chargebacks, fees, interest and fines, 
as well as loss of stock. 

Criminals – often organised inter-
national gangs – use increasingly 
sophisticated techniques to steal 
merchandise from retailers using 
fake credit cards, fake identities or 
fake claims for compensation. Scams 
range from the basic “I didn’t receive 
my order, please send another” to 
intricate swindles involving stolen 
credit cards and proxy servers mask-
ing scammers’ locations.

resembled those of legitimate IT 
suppliers and their prices were 
competitive, so they did not raise 
any suspicions. 

The alarm bell finally rang when 
the business realised its IT budget 
had grown suspiciously large and 
the IT manager was dismissed. 

“It was a clever scam,” says Mr 
Smart, who was brought in to 
investigate the fraud. Amazingly, 
he discovered the IT manager had 
performed the same scam at his 
previous employment.

That suggests a major failing in 
the transport company’s recruit-
ment procedures. But Mr Smart 
says the weak link is often the 
references provided by former 
employers.

Even if an ex-employee was 
sacked for fraud, HR departments 
worry about the legal repercus-
sions of disclosing that to a third 
party, particularly if the employer 

kept the fraud quiet and there was 
no criminal prosecution. 

Mr Smart says future employers 
should always verify information 
on applications and they should 
try to speak to former employers 
directly, particularly if the posi-
tion applied for comes with a lot of 
responsibility and trust. 

Not even the most comprehen-
sive systems and controls can 
prevent a rogue employee from 
perpetrating a fraud. 

“It does not matter how strong 
you make the controls because, 
if someone really wants to, they 
can evade them,” says Kroll’s 
Mr Cooper.

But a lot of fraud is opportunist 
and relatively easy to minimise by 
enforcing authority limits, holding 
regular audits and, perhaps most 
importantly, creating a corporate 
culture in which fraud will not 
be tolerated.  

CyberSource’s 2013 UK e-Commerce 
Fraud Report calculates that 0.9 per 
cent of transactions are fraudulent 
and the cost to retailers of lost revenue 
went up 3 per cent last year alone. 
The growing number of consumers 
shopping on mobile phones is adding 
impetus to the crime.

“Although the percentage of fraud-
ulent orders is low, the increasing use 
of mobile, which is more vulnerable 
to fraud, indicates that it is growing, 
especially in terms of monetary value 
as the volume of online sales goes up 
online,” says Philip James, joint head 
of technology at Pitmans.

Fighting the fraudsters means 
adopting a multi-layered approach to 
security, which covers the full suite of 
potential vulnerabilities. It also means 
striking a balance between tightening 
up, while maintaining a good experi-
ence for genuine customers.

“As far as limiting the dangers 
resulting from a fraud involving data 
theft, analyst firms such as Gartner 
and government regulators such as 
the UK ICO, agree on a few basics,” 
says Pravin Kothari, chief executive 
of cloud information protection com-
pany, CipherCloud.

“Deploy the strongest level of 
encryption available, which right 
now is offered by the AES 256-bit 
standard, to scramble sensitive data 
into gibberish. Then enable the cus-
tomer to retain the encryption keys 
so that no third parties can access 
data in its clear text form.”  
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 Tight profit margins have focused fresh efforts  
 on cutting costly fraud, as Geoff Nairn reports 

 FOILING THE FRAUDSTERS  
 WITH FINGERS IN THE TILL 


